Post Graduate Diploma in Information Security - PGDIS
PGDIS-01: Fundamentals of Information Technology

Block 1: Introduction to Computer Concepts: Definition – Importance – History – Classification – Benefits & Limitations – Software  - Application Software – System Software –Computer Architecture – I/O Unit – CPU – Memory unit – Memory System – Memory hierarchy.

Block2: Software Concepts: Classification of Software – System Software – application Software – Operating System: Types of Operating System – Functions of Operating System – Software Tools – Application Generator – Software Engineering & CASE Tools – System Software Utilities – Windows – General Purpose Application Software – Special Purpose Application Software.

Block 3: Networking: Communication – Networking – types of Networks – Components of Networks –Standard Topologies. Network Operating System: Concepts – Client Software – Server Software – LAN Expansion – Repeaters – Routers – Bridges – Gateways.

Block 4: Internet & WWW:  Internet – functions – internet capabilities – Information retrieval on the internet – WWW – WebPages and HTML -  Web browsers – Internet Benefits to Organization – Problem on the Internet.

Reference Books:

1. Fundamentals of Information Technology, S.K. Bansal, A P H Publishing Corporation, 2002

2. Introduction to Information Systems, Alexis leon, Mathews leon, Vijay Nicole, imprints Pvt.Ltd. 2004.

PGDIS-02: C# and .NET

Block1: C# Fundamentals – C# Class, Object, String formatting, Types, Scope, Constants, C# iteration, Control Flow, Operators, Array, String, Enumerations, Structures, Custom Namespaces.

Block2: Object Oriented Programming with C# - Class, Encapsulation, Inheritance, Polymorphic, Casting, Exception Handling, and Garbage Collection.

Block 3: Overview of .NET – Advantages of .NET over the other Languages, Overview of .NET binaries, Intermediate language, Metadata, .NET Namespaces, Common Language runtime, Common type system, Common Language Specification.

Block 4: Introduction to ADO.NET – Web Development and ASP.NET – Web Application and web servers, HTML form Development, Client side Scripting, GET and POST, ASP.NET application, ASP.NET Namespaces, Creating sample C# web Applications.

References Books:

1. Programming with C#, E. Balagurusamy, Tata McGraw-Hill, First Edition.
2. ASP.NET and VB.NET web Programming, Matt J. Crouch, Pearson Education, 2006.

PGDIS 03: Data Communications and Networking

Block-1: Data Communication: Components- Data   Representation – Data Flow, Networks: Distributed Processing- Network criteria- Physical Structures – Network Models – Types of Networks - Protocols and Standards.

Block-2: Layered Tasks: OSI Reference models – TCP/IP Protocols – Addressing – Data and Signals: Analog and Digital – Periodic and Non periodic signals – Periodic Analog Signals.

Block 3: Transmission media: Guided media: Twisted pair Cable – Coaxial Cable – Fiber Optic Cable, Unguided media: Wireless- Radiowaves – Microwaves-Infrared.

Block 4: Network devices: Connecting Devices: Passive Hubs- Repeaters- Active Hubs- Bridges – Two layer Switches – Routers – Three layer switches – Gateways. Logical Addressing: IPv4 – IPv6.

Reference Books:

1. Data communication and networking, Behrouz A. Forouzan, Tata McGraw Hill, 2007.

2. Computer Networks, Andrew S.Tanenbaum, Prentice-Hall of India, New Delhi, Third Edition, 2003.

3. Data and Computer Communications, William Stallings, Prentice Hall, 2000.

4. Computer Networking with Internet Protocols and Technology, William Stallings, Pearson/Prentice Hall, 2003.

PGDIS-04: Introduction to Information Security
Block 1: Information Security basics: Definition- Security as a process: Anti- virus software- Access Controls – Firewalls - Smart cards – Biometrics - Intrusion Detection- Policy Management – Vulnerability Scanning – Encryption -Physical security mechanism.

Block 2: Information Security services and technologies: Confidentiality - Integrity – Availability – Accountability. Technologies: Virtual Private Network: Definition- Standard VPN techniques – Types of VPN techniques.

Block 3: Database Protection and Security: Database access control- Security filters – Data base machine and Architectures- Database views - Security in Distributed databases- Security in Object – Oriented Database Systems- Security in Knowledge – Based Systems.

Block 4: Applications: Desktop Protection- Unix security issues – Windows NT security issues -  Internet architecture.

References books:

1. Fundamentals of computer security, Josef pieprzyk, Thomas Hardjono, Jennifer Seberry, Springer publication, 2008.

2. Fundamental of network security, Eric Maiwald, dreamtech, 2008.
3. Information Security Policies, Procedures, and Standards: Guidelines for Effective Information Security Management, Thomas R. Peltier, CRC Press, 2002.

PGDIS-05: Network Security
Block-1: Introduction: Security attacks, Security services and mechanism-model for network security-classical Encryption techniques - Symmetric cipher model - Substitution techniques-Transposition techniques & Steganography.

Block-2: Principles of modern symmetric ciphers: Block cipher principles - Feistel cipher structure – DES - Encryption & Decryption, Differential & linear crypt analysis - AES.

Block-3: Public key encryption: Public key cryptography & RSA-Basics of number theory - RSA algorithm - key management - Diffe Hellman key exchange - Elliptic curve cryptography.
Block-4: Message Authentication & Hash function: Authentication requirements – Authentication function- Message Authentication codes - Hash function & security of hash function of MACs.

Reference Books:
1. Cryptography and Network Security Principles and Practices, William Stallings, fourth edition, Pearson Prentice Hall, 2008.

2. Information Security,  Theory and Practice, Dhiren R.Patel , PHI 2008

3. Network Security, The Complete reference, Roberta Bragg, Mark Rhodes – Ousley, Keith strassberg , Tata McGraw Hill Edition, 2007. 

PGDIS-06: Cyber Law & Cyber Security
Block 1: Basic Concepts of Technology and Law: Understanding the Technology of Internet-Scope of Cyber Laws-Cyber Jurisprudence-Law of Digital Contracts: The Science of Cryptography-The System of Digital Signatures-The Role and Function of Certifying Authorities-The Essence of Digital Contracts.
Block 2: Intellectual Property Issues in Cyber Space: Domain Names and Related issues- Copyright in the Digital Media- Patents in the Cyber World-Case Studies: Cyber Crimes and Cyber Laws- Rights of Netizens and E-Governance- Privacy and Freedom- Issues in the Cyber World- E-Governance.
Block 3: Advanced Cyber Security Concepts: Server Security- Electronic Mail Security- Intrusion Detection and Prevention Systems-Selecting Information Technology Security Products-Cyber Crime Investigation & Forensics: Understanding how Cyber Criminals and Hackers work- Best Practices for Cyber Crime Investigation- Handling Real World Investigations-Legal Issues-Cyber Forensics.
Block 4: Investigation Methodology & Handling real world investigations: IP Tracing-Analyzing Web Server Logs- Tracking Email Accounts- Recovering Deleted Evidence-Password Breaking- Handling Encrypted Files- Handling Steganography - Handling Hidden Data- Using Keyloggers for Investigation-Searching For Keywords- Investigating email headers- Handling real world investigations: Credit Card Fraud Theft of Confidential Information-Software Piracy-Music Piracy-Email Scams- Virus Attacks. 

Reference Books:
1. Fundamentals of Network Security, Eric Maiwald, McGraw-Hill Professional, 2004

2. Cyber Crime Investigations: Bridging the Gaps between Security Professionals, Law Enforcement, and Prosecutors, Anthony Reyes, Richard Brittson, Kevin O'Shea, Jim Steel, Syngress, 2007

3. Computer Forensics: Computer Crime Scene Investigation, John R. Vacca,  Charles River Media, 2005

4. Information Hiding: Steganography and Watermarking : Attacks and, Countermeasures, Neil F. Johnson, Zoran Duric, Sushil Jajodia, Springer, 2001

5. Computer Security Fundamentals, Chuck Easttom, Pearson Prentice Hall, 2006

6. Incident Response: Computer Forensics Toolkit, Douglas Schweitzer, Wiley, 2003

PGDIS P1:  Lab - 1: C# and .NET 
PGDIS P2:  Lab - 2: Network Security
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